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% H3C S5560X-El {RAB(L AT 3 > 7 1 77 A F(IRF)(&EHER)
[ L—THH/VLAN ]

K H3C S5560X-EI L2 AA vy F 7 A7 4xXxal—>3>HA FERE)EIR)

[ RADIUSEZEF/802. 1x5R5F/MACEREF /WebZREE/ b 1) 7 ILEREE/HR— b ¥ 2 U T 1/

WEDEH & B ]
W H3CS5560X-El FF¥ 2T 474 FXalL—> 3> hHA4 FEREELER

=T 3T vT
H3C S5560X-El Ht —E R %Zf=IE LA WT v 77 L — FFI(ERER)
H3CS5560-El V7 bV = 77 v 77 L — F(EIFACKEBENE D IHE)

- TRA1L
H3C DRNIZ > 7 4 ¥ a L —3 3> HA FEIER)

- SmartMC(x v 7 — 7 BIE)
H3C F v > /SR Z A v FSmartMCN R + 75 7 7 4 X(#JER)
H3C SmartMC =7 Ak ~X—/X—(FIER)

s
2R E B

H3CRA Y FACLAY 74 Fal— g

H3CX A1 v F & Windows Server 2016 NPSEYEF Y — N—EHA K
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AV FOERIE2IR—VOERDOAZT VI aIL—R—(RM1 Y F,
W—=R—= 7747 7x—0N, BEREYFR—-—F)Z2&4oA—FLT
BHALLFEI L,

Y H3C SecPath Firewall Family retains ICSA Labs Firewall Certification
2023k ICSA Labs Firewall Certification

labs
WFIREWALL-CORPORATE

FFaxX>h
* H3C SecPath F10003 1) — X
H3C SecPath F1000> V) — X7 7 A 77 7 % — JL(BHER)

- H3C SecPath F100> ') — X
H3C SecPath F1003 Y —7< 7 7477+ —JL(EIER)
% H3C SecPath F100 7 7 A 7 7 # —JLEZE H A4 F(EIER)

- BB R 2 X b
% H3C SecPath 7 7 A4 77 # — JLE B (BHER)

HERFa2X2 b
* H3C Firewall® 55 Web3 > 7 4 7 H A4 K(EHER)
% H3C SecPath GUBEZ{E~JL 7' (EHER)

ST AT 4T
Y H3C SecPath Firewall k 7 7> 2 —F 4 > 7 H A F(EIER)
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X5«

XENIZHICSHBEINZIANDEBEDHTY

- BXTEH!
Y H3C SecPath F100 7 4 t > X Z#HEH OAHAEE £ T
Firewall 2T #F/0FE D B ¥ X X —~(FJER)
X2 T 4R —DEREHEIR)

- IPsecVPNE% TE
H3C iINODEA > A b L —> 3 v H A4 F Windows(&JER)
HCLIZ K % #l & 1PsecVPNIZHE D 2% 4
iNode IPSec VPN FHZRADIUS(CLI) v1.4
iNode IPSec VPN FHZ LDAP(CLI) v1.4

HCL - secpath_default [cusersiweiguihclprojectsisecpath2_fullattack] ¥ — 0O X
VY 7 (= @ 5 = @B km BLEGE® PRCETHON . JEY
Design Profile Configuration File

Capture Interface List

Device Name  Interface
[F1060]clock protocol none
<F1060>clock datetime 10:10:00 2022/10/04
192.168.66.1/24 Management Trust 4= ping -c 10000 -s 1400 10.10.10.1
aicx
E - —— ~—— =
AttackePs, 19216812 A crw cw
ping 192.168.56.1 -t 1 1300 Windows firewall off
™ ® Trust ’
N\, e Topalogy
A ping 192.168.1.1 -A -s 1400 spelosysumman

- ® Atacker

192.168.56.3124 192.168.1.224 NIG VirtualBax Host-Only EthemetAda
etho [Em < ecw
— GE_012 <—> NGFW GE_0/2

Alpine Linux 3.14 - ® NGFW

syslog GE_0/1 <—> Altacker NIC:VirualBox ...
GE_0/2 <—> GW GE_012
GE_0/3 <> syslog GE_0M
- @ sysiog

GE_0/ <—> NGFW GE_013

Copyright ® 2014-2022 New H3C Technologies Co., Ltd. All fights reserved Systemversion: HCL5.3.0
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iMC(U-Center) KENIRMICBRBEINZE~DEEHTT

NE SIS S N
H3CiMC AFIA A K (BHER)
YH3CIMCPLAT ' J v k 7+ — LB (EIER)
H3ICIMCA VT Yz b= XA b2 —(BIER)
H3CIMCH — AT —ZRX—X&FS5 > b TZIILT7OAA XY FHA R
(ERER)
sQL Server 20124 A b —J)L& A>T 4 7 HA Kvl.0(EER)
% iMC 4 > X b — )L &SER(EDER)
KX HICIMC 77y b7 Hd—LbFZ TN a—T 4784 FEIER)

- Y —EROREEESHE
% H3CiMC SHMY — E Z ~JL Z BN (EIER)
iIMC_SHM _NQA Y > Z3REEE =& 1) > 7 3% F (BHER)

cxy NT—=O NTT 4y IDHT

% H3C iMC NTAZL BN (BHER)
iMC NTA&UBA NetStream3d > 7 4 £ 2 L —3 3 »HI(BIER)
iMC_NTA&UBA VIAN F 7 7 4 v 7 BT X X 7 % NTAIZE SN DF(EHER)
iMC_NTA&UBA NAT & IMC UBAIC & V) 2 —H — D {TENEE B DR EHIEIER)
iMC NTA&UBANTAA Y X —T7 1 — A 5 7 4 v 7 D ETEH(ELER)
iIMC_NTA&UBA NTA RRX MM Z 74w O a7 4Fal—> 3 f)

(EHER)

- EIRY—EX
% iIMC_WSMEIEE H A4 F(&ER)
iMC_WSM_WIANO > 7 4 7' L —3 3 V(ERER)
iMC WSM £ v aR—REZ4—av 747 L—3 3 6(EER)
iIMC WSMO Y/ S—=Y R bHRAY AT 4 Fa L — 3 HIEIER)
iMC WSMT )L ¥ —R Y 2 — 5% F GI(EHER)
iIMC_WSMA XY b Z LH— FDFELNEIR)
*iMC WSM* v k7 — 7 SHEE& TEB(ERER)
% iMC_WSM RFD E 12 (B ER)
* IMCWSMORFEEBZFA Lt — b~ v 71ERk
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License Server

R¥aXhk

cN—KEN T 7—LT T
H3C UniServer R4900 G3 Vb —X—J'O0tvwvH— A VX b—)LT A v

7 A X — (EHER)
H3C UniServer R4900 G3H —/X—0SA4 VY X b L =3 3 »HA F(EIER)
H3C ¥—"N— 7 7—LI T T v 77 L— A4 FEIR)

=l I
% H3C U —/X—HDMI—H —H 4 FV1.0E0:R)
H3C H—"—Z bL—Yarbn—5 a—¥—H4 FER)

NS TNAa—TFT 4 THAR
K HICH—/N— kST a—F 4 > 7 HA FER)
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H3CUIS6.57 v 77 L — FHA FEIR)
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Management
network

Service network

LT
. GE port
".aggregation

aggregation aggregation

network end network

26


https://knowledge-jp.h3c.com/TechDoc/details/94
https://knowledge-jp.h3c.com/TechDoc/details/93

H3ICHAZEE K F 2 X b

AD-NETV Y 2—>ay @
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TollyL7R—k H3C AD-WAN Solution Features
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Cloud lab
(H3CEm¥aIlL—4%—)
KRNI BRENZAOEEHTT

HCLIZH3CR A v F I—X—_ T7A T T+—IL, PCEETL

EEOREY2I L —%X—7T9,

NEEED SN
7777 R REIEHA R
X H3CZ 77U RIHRa—H—HA FEIER)

KHICY 2 IL—R—IcLBEARDIV T4 Fal =

N
< EE

=

HCL i3 b2 27 7B FOLDEE
HCL iR HCLDRME T /NA A DR X b ~DEEH:

V7 b7
*aIL—KR—AVAIT—

HCL - NGFWIHIERAEARETNE: [cusersimasahinchiprojects\secpath_attack]
cnel EXEE IR | @55 & e [l W | EL G @

Design Profile Configuration File

-
Untrust Trust

NIC:VirtualBox Host-Only Ethemet Adapter

16.1.1.1/24 10.10.10.1/24
GE_0/1 @ CE_02 GE_012 @

Attacker NCTFW GW
I
I
|

16.1.1.2/124 10.10.10.2/24

NN S S S S S -

Copyright ® 2014-2022 New H3C Technologies Co., Ltd. All rights reserved
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Capture Interface List

Device Name

Interface

Topology Summary

Attacker

NIC:VirtualBeox Host-Only EthernetAda...

- e Gw
GE_0/2 =—=
- ® NGFW
GE_0M =—=
GE_0/2 =—=

NGFW GE_0/2

Attacker NIC VirtualBox
GW GE_0i2

System version: HCL v5.1.0
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Cloud lab
(H3CEm> 2 IL—%—)
*ENIBRAIBRBINZIF~OEEHTT

HCLEEFEF I D APMERR L 7= 7 4 ZBINRERRINDZID T, TN%E
BARTZIENTELET, 7275 L. A MLy FAHEETT,

Ml 2 MBI oS

EneEee NE EEQEO 8 &R0 & E

Design Profile Configuration File
Recently My Projects Market
[local =] Sort [UpdateTime v
selabs_pppoe Open Full-Mesh3c B/ ADVP N LR B e o] Open EVPNAIDRNIZE4F0E . 202308122 131343 | Open
test Open WLAN i s
wianoz Open firewall
hel_02yh&yq0 Open ipseomn_aggresard St [UPseTme < {ErojzctlHame =S Seatn]
[ECEIHLERE B0 Open NEPI IR &S Project Name Project Introduction UpdateTime Star Fork Operation
secpath_default Open LAB10_IP_ROUTING
frewall Open LAB11_RIP E;;E;;ﬁﬁﬂ ST 4R o |3 Open
packeffiter_to_vian Open 1ab12_ospf
sub-interface Open ndl_z00gbeos L S R o |4 Open
WLANTR S A s RUA S 2 4] Open lab12_ospf_task2
Full-Mesn2sBYADVPN A TYER B 4etn| Open Iab12_ospi_task2 p}[w: AdtaE Bhlch 2022/08/02 15:53:32 0 2 Open View
secpath_test Open 1ab13_acl -
lab4_spanning_tree Open 1ab14_nat RIPf /08/0215:53:26 |0 5 Open View
lab4_spanning_tree Open 1ab15_hdlc
lab4_spanning_tree Open 1ab16_ppp “}”jifj%@?;ﬁﬁm}j‘ 8/02 15:13:16 | 0 H Open View
lab4_spanning_tree Open 1a017_irf B
selabs_pppae Open I2b18_12tp_von ;‘;;;g?g;ﬁgm =0 o |3 Open iew
AR RIP S BFORENE B
ncl_z00gbeos B 9tk #echolf XS 0 4 Open View
Usp2_pesue et
RIPE 7! 0 5 Open View
N Browse

all 507 pieces <LastPage 83 | NextPage> all 64 page  Skip Pages Page  OK
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(H3CR TR 2 I L —4&—)

HCLA Y 7 R— b L TWAH3CR A v F

55820V2-54QS5-GE_3 (55820V2-54Q5-GE)
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Cloud lab
(H3CR TR 2 I L —4&—)

HCLA D R—F L TWBIL—X —

MSR36-20_5 (MSR36-20)

Virtual router(VSR88)
VSR-88_6 (VSR-88)

The VSR88 series of high-end routers adopt advanced orthogonal CLOS architecture, distributed computing,
support BRAS functions to meet the development needs of MSE and university campus network equipment.
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HCLAYS R— L TWB 7 747 74 —Jb
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Cloud lab

(H3CE @M 2L —4—)

HCLAY Y R— bk L TWBPC/ P —/3N—

VPCS

Remote

Cloud

Server

Semver2

Phone

Local PC

Virtual PC

Virtual PC

Metwork that is running on the remote PC

Connectto other software and devices through UDP tunnels

The current equipment has stopped maintenance, recommend using Server2 for experiments
Server based on Alpine Linux

If your server is unavailable, try turning on VT-0AMD-\ hardware acceleration

Server based on Openwrt

If your server is unavailable, try turning on VT-/AMD-V hardware acceleration

GigabitEthernet interfaces: 1
WLAN-Radio interfaces: 1
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Cloud lab

in

(H3CR TR 2 I L —4&—)

T K AWVirtualBox Host-Only Ethernet Adapter|ZiZ#ERIZEIY BTSN TLY

BIP7FL A,

= - tHv:JM
L

Il’

.f

@2 VirtualBox Host- Only Ethernet Ad...

B A% gk FORIN -2 4 (ICPAPVA)D TO/T1 X
FohI-0  2g
BEOA  Fyr0-0TI0ESEM - A TLIESE. IP SRR BSICESTITENT
& v 259, H-FENTVEMESR. RyFI-7EEEICEDE IP ETERNShET
{FE2n.
O IP PR AZ B EMICEIET 3(0)

COREl o ro P PRLREES):
B
@ i IP PELAN: | 192 . 168 . 56 . 1 |
i) #F5y bk YA (U | 255 . 255 . 255 . O |
o
=1 T4 - b9z (D): | L |
bl
" | DNS #-/(-0TFL A& 5 E8IICENF T 3(B)

. | O =0 DMS ﬂ—ff—ﬂ]?hblﬁﬁ‘)iﬂ:

e &% DNS #—/(—(P): | L |

Sk %8 DNS #—/(—(A): | . . . |

Fi=g

Ty hl

O THICHERRAIT ) @),

TF
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Cloud lab

(H3CR TR 2 I L —4&—)
HCLA YR — b L TWLW 3 {RAEPC
Welcome to Virtual PC Simulator, wversion 0.6.7
Uedicated to Dalinz.

Build time: &pr 10 2019 0Z2:42:20

Copwright (o) 2007-2014, Paul Meng (mirnshi@zmail.com)

AT rights reserved.

YPCS iz free software, distributed under the terms of the "BSD” licence.
Source code and |icense can be found at wecs.sf.net.
For more information, please visit wiki.freecode. com.cn.

Press "7 to get help.

VPCS e
Executing the startup file VPCS

WPCS_10% 2

¢ Frint help

| COMMAND [ARG ... ] Irnvoke an 05 COMMAMD with optional ARG(s)

arp shortcut for: show arp. Show arp table

clear ARG Clear IFv4/IPvE, arp/neisghbor cache, command history
dhee COPTION] Shortout for: ip dhep. Get [Pvd address wia OHCP
disconnect Exit the telnet session (daemon mode)

echo TEXT Display TEXT in output. See also =et echo ©

help Print help

history Shortcut for: show historv. List the command history
ip ARG ... [OPTION] Configure the current YPC's IP settinegs. See ip 7
|oad [FILEMAME] Load the confizuration/script from the file FILEMAME

ping HOST [OPTIOM ...] Ping HOST with ICMP (default) or TCPAUDP. See ping 7
auit (Uit prozram

relay ARG ... Configure packet relay betwsen UDP ports. See relav ©
rlogin Lipd port Telret to port on host at ip (relative to host PCJ
save [FILEMAME] Save the confizuration to the file FILEMAME

==t ARG ... Set WPC name and other options. Try ==t 7

show [ARG ... ] Print the information of YPCs (default). See show 7

sleep [zeconds] [TEXT]  Print TEXT and pause runnine script for seconds
trace HOST [OPTION ...] Print the path packets take to network HOST

VErsion Shortout for: show wersion

To get command svntax help, please enter ™77 as an arsument of the command.

YRCS_10>
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Cloud lab »J o}
(H3CR TR 2 I L —4&—)

HCLA Y R — b L TWL B {RAEH — /3 —( Server)
192.168.56.1 192_153_5
MIC VirtualBox Host-Only Ethernet Adapter —

E GE 0/1 |ggu ® Stop

Host Sel tl} StartCl
Configure
Add Links
Delete

i

Lower One Layer
Raise One Layer

e 4

Welcome to Alpine Linux 3.14
Kernel 5.10.61-0-virt on an x86_64 (/dev/ttyS0)

localhost login: root

Password: 123456
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See <http://wiki.alpinelinux.org/>.

You can setup the system with the command: setup-alpine
You may change this message by editing /etc/motd.

localhost:~# ifconfig
ethO  Link encap:Ethernet HWaddr 08:00:27:85:9C:3B

inet addr:192.168.56.3 Bcast:0.0.0.0 Mask:255.255.255.0
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